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ABBREVIATIONS

AML/CFT

Anti-money laundering and countering the financing of terrorism

AML/CFT officer

Officer for anti-money launderingand countering the financing of terrorism

AMLD

Directive (EU) 2015/849 of 20 May 2015 on the prevention of the use of the
financial system for the purposes of money laundering or terrorist financing, anc
Directive (EU) 2018/843 of 30 May 2018 amending Diective (EU) 2015/849 on
the prevention of the use of the financial system for the purposes of mone
laundering or terrorist financing, and amending Directives 2009/138/EC and
2013/36/EU

BCBS Basel Committee on Banking Supervision

BO Beneficial owner

BoS Bank of Slovenia

EEA European Economic Area (EU Member States plus Norway, Iceland a
Lichtenstein)

e-money Electronic money (the same meaning as defined in the law governing paymei
services and systems)

FATF Financial Action Task Force

Guidelines Guidelines on the assessment of the risk of money laundering and terroris

financing approved by the Governing Board of the Bank of Slovenia on
November 2019

Guidelines on risk
factors

Joint Guidelines under Articles 17 and 18(4) of Directive (EU) 201%49 on
simplified and enhanced customer due diligence and the factors credit an
financial institutions should consider when assessing the money laundering an
terrorist financing risk associated with individual business relationships and
occasional transa&tions (JC 2017 37), issued by the European supervisors (EB
ESMA and EIOPA) on 4 January 2018

KDD

Central Securities Clearing Corporation

KYC

Know your customer

List of countries with
increased risk of
ML/TF

List of countries in connection with which there is a high or increased risk of
money laundering or terrorist financing, published on theFIU website

List of high -risk third
countries

List of high-risk countries adopted by the European Commission as a delegate
act on the basis of Article 10 of Dective 2015/849/EU

ML Money laundering

Moneyval Committee of Experts on the Evaluation of ArdMoney Laundering Measures and
the Financing of Terrorism, Council of Europe

FIU Office of the Republic of Slovenia for Money Laundering Prevention, Cankage,
1000 Ljubl j aAnancidl I8telligenes mnitaF1U%

PEP Politically exposed person

STR Suspicious transaction report

TF Terrorist financing

ZBS1 Bank of Slovenia Act (Official Gazette of the Republic of Slovenia, Nos. 72/
[official consolidated version], 59/11 and 55/17), in its currently applicable
wording

ZOUPAMO Act Governing Restrictive Measures Introduced or Implemented by the Republi
of Slovenia in Compliance with Legal Instruments and Decisions Adopted t
International Organisations (Official Gazette of the Republic of Slovenia, N
127/06)

ZPPDFT-1 Law governing the prevention of money laundering and terrorist financing, in its

currently applicable wording



Pursuant to Article 31 of the ZBSl and Article 154 of the ZPPDFT, at its meeting of 5 November
2019 the Governing Board of the Bank of Slovenia adopted the following:

Guidelines on the assessment of the
money laundering and terrorist financing  risk

1. Purpose, scope of application and definition of terms

1.1. Purpose

For the effective management of ML/FT risks, obliged entities are required under the ZPPDET
to identify and assesssuch risks andadjust their control environment to be commensurate with
the assessed ML/FT risks.

In accordance with Article 154 of the ZPDFT1, the Bank of Slovenia is issuing thesgiidelines ,
with regard to the implementation of individual requirements of the ZPPDFL relating to:

A preparation of the ML/FT risk assessment;

A definition of simplified due diligence measures;

A definition of enhanced due diligence measures; and

A definition of the procedure for identifying politically exposed customers.

With these guidelines the Bank of Slovenia also took account of tlgiidelines on risk factors
which were issued on the basis of the AMLD in Jaary 2018 by the European supervisory
authorities (EBA, ESMA, EIOPAguidelines on risk factors directly appliedfor obliged entities
referred to in point 1.2 of the guidelinesin accordance withthe Regulation on the application of
the Joint Guidelines uder Articles 17 and 18(4) of Directive (EU) 2015/849 on simplified and
enhanced customer due diligence and the factors credit and financial institutions should consider
when assessing the money laundering and terrorist financing risk associated with inddiial
business relationships and occasional transactions (Official Gazette of the Republic of Slovenia,
No. 14/18). The guidelines on risk factors set out the criteria for the customer risk assessment,
whereby the aforementioned criteria also applymutatis mutandis to the obliged entity risk
assessment.

For the effective management of ML/FT risks, obliged entities should draw up or update policies,
procedures and controls in accordance with the guidelines. Obliged entities are required to update
policies, pocedures and internal controls by the deadline defined in the final provisionssée
Section 6. Final Provisions).

1.2. Scope of application

The guidelines are addressed to the following obliged entities as defined by the ZPPBET
1. banks, savings banks and branches of foreign banks;
2. payment institutions and payment institutions with a waiver;
3. electronic money institutions and electronic money institutions with a waiver;
4. currency exchange offices.



The guidelines also applymutatis mutandis to other obliged en tities for which the Bank of
Slovenia is defined as a competent supervisory authority in accordance with the first paragraph
of Article 151 of the ZPPDFL.

The set of criteria and measures cited in the guidelines is not exhaustive, and obliged
entities t herefore need to take appropriate account of other risk criteria and measures for
the effective management of ML/FT risks as necessary.

The guidelines do not apply to restrictive measures, which in Slovenia are systemically regulated
by the ZOUPAMO.

1.3. Definition of terms

Unless stipulated otherwise, the terms used in the guidelines have the same meaning as the terms
used in the AMLD and the ZPPDFI. Within the framework of the guidelines, terms have the
following meanings:

A anobliged entity is an entity that is an obliged entity in accordance with the first paragraph
of Article 4 of the ZPPDFL, and for which the Bank of Slovenia is defined as a competent
supervisory authority in accordance with the first paragraph of Article 151 of the ZPPDFT;

A asupervisory authority is a body responsible for conducting supervision of compliance with
the requirements under the ZPPDFL, including compliance with the requirements relating
to the assessment of ML/FT risks (Bank of Slovenia and tiU);

A arisk -based approach is an approach in which the obliged entity identifies, assesses and
understands the ML/FT risks to which it is exposed in its operations, and on this basis takes
appropriate AML/CFT measures commensurate with the identified risks;

A risk is the probability of ML/FT events occurring;

A risk criteria are variables that either alone or in combination with others could increase or
reduce ML/FT risks;

A inherent risk is the risk identified before the control environment is put in place;

A the control environment s the system of internal policies, procedures and controls put in
place by the obliged entity with the aim of mitigating ML/FT risks;

A residual risk is the risk to which the obliged entity is exposed after the inherent risk and the

effectiveness of the contrbenvironment have been assessed;

A theAT OEOUB O OE CHRA ik anadséesSimert in ®hich the obliged entity analyses and
assesses the inherent risk and the control environment, assesses the residual risk, and thus
identifies the businessareas at theobliged entity that are exposed to ML/FT risks, which
forms the basis for adopting appropriate risk management measures;

A thecustomer risk assessment (CRA) is an assessment of risk criteria and an evaluation of
whether an individual customer entailsalover or hi gher ri sk of abusir
system for ML/FT purposes;

A the customer risk category denotes the level of ML/FT risk posed by the customer with
regard to the CRA;

A amethodology is a set of rules, procedures and algorithms that set outéhmanner in which
individual risk criteria in the ERAor the CRA are taken into account;

A private banking or wealth management is a service offered by an obliged entity to wealthy
and influential customers who execute transactions of very high value, to whothe obliged
entity offers complex and individually tailored products and services, and who in light of all of
this expect an appropriate measure of confidentiality and discretion in theirbusiness
relationship with obliged entity;

A resident/non -resident have the same meaning as in the law governing foreign exchange
operations.



2. About risk assessment

ML/FT risk is the risk that a customer will use the financial system for money laundering or
terrorist financing, or the risk that a certain business relatimship, transaction, product, service or
distribution channel, having regard for the geographical risk factor, will be used directly or
indirectly by the customer for money laundering or terrorist financing (first paragraph of Article
13 of the ZPPDFTL).

Under the ZPPDFIL, an obliged entity is required to assess ML/FT risks in its operations, and on
this basis is required to put in place policies, procedures and controls for the effective mitigation
of ML/FT risks, and in so doing is required to perform ne of the key AML/CFT tasks, which is
carrying out customer due diligence measures.

By carrying out customer due diligence measures, obliged entities obtain information about the
customer, andtogether with information about the services, products and diribution channels
used by the customer as part of the business relationshipre able to assess the degree to which
the customer poses a ML/FT risk the customer risk assessment ( CRA.

First name and
surname,
nationality, etc.

Risk criteria
- CUSTOMER HR

- GEO. REGION/=
- PRODUCT/SERVICEHR
- DISTRIBUTION CHANNEEI R
CRA =HR
\/

The purpose of theCRAIs adequate managemenbf the risks posed to the obliged entity by a
particular customer. Based on the€CRA the obliged entity determines the type of customer due
diligence (standard, enhanced or simplified), which consequently has an impact on the frequency
of t he cansadtian menitorirgy , iricluding the procedure of the regular review and
updating of the information and documentation obtained about the customer.

In addition to risk assessment at the level of the individual customer, obliged entities referred to
in point 1 of Section 1.2 of the guidelinessée Section 1.2 Scope of application) also draw up an
AT OEOUB O OE GERA Arinbidh@roupshandiypés of customers, transactions, products,
services and distribution channels are analysed and assessed (inket risk), and in which the
effectiveness of the existing control environment is assessed and the residual risk is calculated.
On the basis of theERA obliged entities referred to in point 1 of Section 1.2 of the guidelines
identify ML/FT risks at the level of the obliged entity as a whole, which forms the basis for

adopting appropriate measures to reduce the identified ML/FT risks.
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Inherent risk Control environment Residual risk Measures on the basis

Customers ML/FT risk management of the ERA:

Policies and procedures - change of strategy

‘ Products and services | Customer due diligence = - enhancements of
Reporting [: ] policies and
- - Record-keeping and dataretention | _ High risk - procedures
AML/CFT function
]

- customer acceptance

Transactions Identification and reporting policy
of suspected ML/FT

Monitoring and controls \//
Distribution channels

Independent auditing

Other Supervisory measures

21. /| Al ECAA AT OEOUBO OAOPI T OEAEI EOU

Under the risk-based approach, the# 2! OET Ol A OA &l A Aafure Gritd AvayAO O 0T | AO
business at the obliged entity , while theERAOET O1 A OA &£l AAO Onatdre &nd1 ECAA
business.

Obliged entities referred to in point 1 of Section 1.2 of the guidelines that have branches and
subsidiaries under majority ownershipare also required to formulate a grougeRA taking account

of the ERAs of the individual undertakings making up the group. Obliged entities that are part of

a group take account BHRA the parent undertaking’s

Obliged entities referred to in point 1 ofSection 1.2 of the guidelines define and document the
methodology for drawing up theERA and alsoperformed ERAon each occasion.

In their internal policies obliged entities define the methodology for drawing up the CRA, and the
risk criteria taken into account by obliged entities when formulating CRAs.

The ERAand the internal policies referred to in the previous paragraph must bapproved by the

I ATECAA AT OEOQUBO .0OAT ET O 1 AT ACAiI A1 O

2.2. Updating of risk assessment

Risk assessment is not a oneff event, buta continuous process. Obliged entities must regularly
update the risk assessment, particularly when taking account of changes in:
- the (external) environment in which the obliged entity operates;

- regulations;
- ML/FT techniques and trends;
- theobligedentity s i nternal environment .

Accordingly obliged entities referred to in point 1 of Section 1.2 of the guidelines are required to
provide regular review and updae of the ERAand the CRA internal policies, including the risk
criteria affecting the CRA. In sdoing obliged entities must provide for the following at least:

a) the updating of theERAonce a year, by31 March, with the information for the previous year;

b) the review and updating of the risk criteria and theCRAmethodology at least every two
years;

C) the updating of the ERA the CRA methodology and the risk criteria in the wake of any
significant change (e.g. the introduction of a new product, business practices, distribution
channels, new technologies, or organisational changeshn update is not requred if the
obliged entity assesses thathe impact of the changds insignificant for the ERA the CRA
methodology and the risk criteria.
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3. Bl OEOUB O OEOE AOOGAOOI AT O
(ERA

The entity’ s HBHRDbels thesobliged entityimundefstanding which business
lines are exposed to higher risk of potential abuse from the perspective of ML/FT, and in

which business lines it is necessary to strengthen the control environment to successfully
manage ML/FT risks. In its Guidelines on sound management ofisks related to money
laundering and financing of terrorism! the BSBS also states that effective management of ML/FT
risks requires the prompt identification and assessment of risks at the level of the obliged entity,
and the preparation and implementaion of appropriate policies, procedures and controls
commensurate with the level of the identified risk.

Article 13 of the ZPPDFT1 stipulates that the obliged entity is required to define and assess risks

related to individual groups or types of customes with whom it has entered into business
relationships; the geographical regions from which customers come or with which the obliged
entity’'s transactions are related; the products
provides; and the didribution channels via which it provides its products and services. Having

regard for their characteristics (in particular the size, type and scale of transactions, and the

diversity of customer and business relationships), the effective definition and agssment of

individual risks referred to in Article 13 of the ZPPDFTL requires obliged entities referred to in

point 1 of Section 1.2 of the guidelines to define and assess the risk to the obliged entity, within

the framework of which they take account othe attributes of the obliged entity and its operations.

The ERAIs used for the following purposes:
A an aid to the obliged entity’s senior manag e
system of ML/FT risk management has been put in place in all businelses and in all
business processes;

A a basis for developing an appropriate strategy to mitigate the identified ML/FT risks (e.g.
renewal of AML/CFT policies and procedures, ensuring adequate human resources,
allocating appropriate assets, ensuring a teatological upgrade).

In the ERAthe obliged entity takes account of the risk criteria at the level of groups or types of

customers, products, services, transactions, geographical regions and distribution channels

(inherent risk ), and thecontrol environmen t putin place. The obliged entity also takes account

of other risk criteria that could have an impact on theERA such asnational risk asessment

sector al ri sks and t he egdxpamgiendfthe husinest ngtwosk, nédwu t ur e s
products, recruitment).

The preparation of theERAmethodology and the execution of th&RAitself actively involves the

AML/CFT officer, who has the requisite information and professional expertise to assess whether

the ERAaccords with the nature andscaledf he o bl i ge d e PAnhimpoytantsoledsp er at i
also played by the individual organisational units at the obliged entity, which in accordance with

the ZPPDFTL1 are required to provide support and assistance to the obliged entity in providing

the needed information and documentation for the ERA When the obliged entity assigns the

preparation of the ERAIn its entirety to another person or organisational unit at the obliged entity,

or to an external contractor, the AML/CFT officer is required to revie the ERA and the

information that formed the basis for its preparation, and to assess whether thERApresents a

true picture of the situation at the obliged entity.

Irrespective of whether the obligation prepares theERAItself or uses an external contactor, the
ERAmust reflect the attributes of the obliged entity and its operations

1 https://www.bis.org/bcbs/p ubl/d405.pdf



3.1. ERAmethodology

TheERAmMust encompass the obliged entity’s operatic

units and business lines where the obliged entity is exgsed to ML/FT risks. TheERAconsists of
an assessment of inherent risk and anassessment of the control environment put in place ,
and is reflected in anassessment of residual risk .

") %$ %. 4) 4983 2)3+ ! 33%33-%. 4

Inherent risk Control environment Residual risk
Customers ML/FT risk management On the basis of the
Policies and procedures assessments of inherent
Geographical regbns Customer due diligence risk_and the contr_ol .
. environment, residual risk
Reporting is assessed as follows:
Products and services Record-keeping and dataretention
AML/CFT function T lowrisk
Transactions Identification and reporting of suspected ML/FT
Monitoring and controls
Distribution channels Training
Independentauditing
Other risks Supervisory measures 1 high risk

The ERAdepends on the size of the obliged entity, the nature of its operations and its riakpetite
policy, and consequently on the controls put in place with regard to risks.

Thecriteria for assessing inh erent risk and the areas based on which obliged entities assess

the control environment and that must be taken into account by obliged entities as a minimum
standard are cited below. The cited inherent risk criteria and criteria in the areas of the control
environment are taken into account by obliged entities in the extent and with the content that is
relevant to them. Obliged entities expand the suggested set of criteria with regard to their own
ML/FT risks.

3.1.1. Inherent risk

Inherent risk is the risk to which the obliged entity is exposed before the control environment has
been put in place. In assessing inherent risk, the obliged entity analyses risk criteria, which can be
combined into the following groups:

A Risk criteria related to the ¢ ustomer
The obliged entity analyses the number of customers with regard to the customer type or
group, which it classifies according to the following risk criteria:
A CRA customersd,g. number of customers classified into the customer risk categories of
low risk, medium risk or high risk);
customer status e.g. number of residents, non-residents; number of PEPs; number of
undertakings listed on a securities market, public administration bodies and public
enterprises);
customer activities (e.g. number of undertakings engaged in high-risk industry or whose
business activities are high-risk);
A customer reputation (e.g. number of enquiries or asset freeze requests received from the
FIU in respect of the customer);
A customer behaviour (.g. number of reports of suspected ML/FT in respect of the
customer).

>

>

A Risk criteria related to the geographical region
The obliged entity analyses the extent to which it does business with customers that have
connections with higher- or lower-risk geographical regions, with regard to:



A

t h e c u sregosteredroffiee or residence é.g. number of customers that have a
registered office or permanent residence in a geographical region that poses a low risk,
medium risk, increased risk or high risk; number of customers that have a registered
office or permanent residence in a country subject to restrictive measures or in a country
on the list of high-risk third countries);

t he cCust omer ’egy. numéer bfocnstvtherstthut afe nationals of a
geographical region that poses a low risk, medium risk, increased risk or high risk;
number of customers that are nationals of a country subject to restrictive measures or of
a country on the list of high-risk third countries).

A Risk criteria related to the Product/service/transaction

The products, services andransactions that the obliged entity offers to customers may have
a material impact on ML/FT risks. The volume of business in individual types of product and
service is therefore taken into account within the framework of this group:

a)
A

Z > > >

products:

accounts e.g. volume of business in current accounts of residents/non-residents, volume
of business in e-banking accounts, volume of business in savings accounts and trading
accounts);

cards (e.g. volume of business in prepaid cards);

deposits (e.g. value of deposits);

loans (e.g. customers of mortgage loans, consumer loans, bridging loans);

other products offered by the obliged entity;

services f.g. volume of business in Western Union / MoneyGram services; trade credits;
other services offered by the obliged entity);

transactions: the volume of transactions is taken into account with regard to the risk
of geographical regions and also with regard to other risk criteriaeg. volume of
transactions related to a geographical region with low risk, medium risk, increased risk
or high risk; volume of cash operations).

A Risk criteria related to distribution channels

Certain distribution channels pose a higher ML/FT risk, and therefore should reasonably be
taken into account in the assessment of inherent risk. Here the nurabof customers that have
entered into a business relationship with the obliged entity via an individual distribution
channel is relevant é.g. business relationships entered into in person, via a third party, through
video identification, via an agent).

A Other risks

size of the obliged entity é.g. headcount, number of offices, branches and subsidiaries);
geographical exposure of the obliged entity &g. registered office of the parent
undertaking, registered office of branches and subsidiaries);

HR changs at the obliged entity €g. in front-office departments, back-office
departments in the position of AML/CFT officer);

the IT support put in place for AML/CFT é.g. who the support was developed by, how
hits are processed, whether hits are processed promptly);

sectoral risk (e.g. as proceeds from supranational and national risk assessment).

Given the different nature and method of business, the inherent risk is determined for each
business line, namely forPersonal banking (natural persons), Private banki ng (legal and
natural persons to whom the obliged entity offers individual treatment and special business
terms, see alsaSection 1.3 Definition of terms), SMEbusiness line (legal and natural persons
engaging in activities on the market, e.gnterprenuers), Corporate banking (large enterprises
that are not covered by any of the aforementioned business linesforrespondent banking
(banks and other financial institutions with which the obliged entity has entered into a

10



correspondentbusiness relationship),and Investment banking (financial institutions, legal and
natural persons to whom the obliged entity offers investment advice and services).

Suchdevision allows the obliged entity to identify risks not only at the level of the obliged entity,

but also & the level of the individual business line. Accordingly the obliged entity can act faster to
eliminate any ML/ FT risks identified through mea
of doing business.

In the ERAthe obliged entity takes accounbf the risk criteria cited above, at a minimum, and also
those that could have an impact on its exposure to ML/FT risks. The obliged entity defines
additional risk criteria within the individual groups, or includes additional business lines in the
analysis, if this is necessary in light of the attributes of its operations.

After analysing the risk criteria, the obliged entityassesses the inherent risk , whereby the
inherent risk is assessed as low when the criteria do not pose any major risks, or as higten the
majority of the risk criteria pose a high risk.

Inherent risk level Assessment
Low risk 1
Medimu risk 2
Increased risk 3

The risk criteria described above and the Bank of Slovenia methodology for assessing
inherent risk ar e illustrated in detail in  Appendix 1 of the guidelines. Obliged entities may
draw up their own methodology for assessing inherent risk, or may apply the Bank of Slovenia
methodology as one of the possible apprahes to preparing theERA In so doing, the obliged
entity is required to apply the Bank of Slovenia methodology sucivay that the ERAreflects the
specific attributes ofo b | i g e doperatiens.t y ' s

3.1.2. Control environment

Once the inherent risk has been agssed, it is necessary to determine the extent to which the
control environment put in place is effective. With regard to the control environment, account is
taken of policies and procedures, and also of the controls conducted by employees at the firstlev
(organisational units), at the second level (the AML/CFT department), and the third level (the
internal audit department).

When assessing the control environment, the obliged entity analyses the risk criteria deriving
from its policies, procedures anccontrols within the framework of the following areas:

A ML/FT risk management

The senior management is responsible for putting in place an effective risk management
systemin the area of AML/CFT. Accordingly it must establish and promote a culture of risk
management (tone from the top) that ensures adequate awareness on the part of all
employees, and consistent observation of the defined policies and proceduregy( how formal
and informal lines of reporting on ML/FT risks are put in place, the proper positioning of the
AML/CFT function in the bank’s organisational structure, whether the AML/CFT function is
recognised as a key function).

A Policies and procedures

Reviewifob |l i ged ent i t y arsincomglismcewith the Ipnoréquiremertsand
the competent supervisory authorities guidelines. Within the framework of the ERAthe
obliged entity also examines whether its internal policies and procedures ensure the adequate

11



management of the identified inherent risks é.g. whether the internal AML/CFT policies have
been updated in line with the requirements of law and the guidelines issued by competent
authorities, whether the obliged entity has implemented the policies of the group in timely
manner).

A Customer due diligence

Customer due diligence is oe of the basic AML/CFT measures. An assessment is made of the
adequacy of the controls, through which the obliged entity ensures that customer due
diligence measures are being consistently implemented, and angentified deficiencies
properly managed (eg. irregularities in customer due diligence, irregularities in the
implementation of controls, irregularities identified in the CRA).

A Reporting

In addition to the appropriate status and positioning of the AML/CFT function within the
bank’ s or g#aucturs @gs definedain thespoint entitted AML/CFT function), the
establishment of adequate reporting flows is also extremely important for the effective

performance of the AML/ CFT of f i coatmolemsirohn@estk s .

assessment, checks are made to establish whether reporting lines have been put in place
between the AML/CFT officer and the senior managemeng.§. frequency of reporting to the
senior management by the AML/CFT officer), and between the AML/CFT officer anémployees
responsible for the direct execution AML/CFT tasks (e.g. frequency of reporting by business
units to the AML/CFT officer) or supervision of the performance of AML/CFT tasks (e.g.
frequency of reports by business line AML/CFT coordinators).

A Record-keepin g and data retention

The obliged entity assesses whether records about customers, business relationships and
transactions executed within the framework of a business relationship, and occasional
transactions, and records of data reported to thé-IU are being properly kept. The obliged
entity also assesses whether employees are properly storing information and documentation
obtained about customers for ten years after the execution of a transaction or after the
termination of the business relationship, and ther data required by law (e.g. deficiencies in

the retention of data obtained during customer due diligence; adequacy of data records reported

to the FIU).

A AML/CFT function

The positioning of the AML/CFT function in the organisational structure, the nundr of
employees performing AML/CFT tasks as their sole work duty (AML/CFT officer, deputy
officers), and the number ofemployeesperforming such tasks in addition to their regular
work (deputies, business line AML/CFT coordinators) are reviewed. On this bais an
assessment is made of the adequacy of human resources and organisation in the area of
AML/CFT with regard to the inherent risk to which the obliged entity is exposede(g. whether

the obliged entity has appointed an AML/CFT officer, whether the AML/CFT officer / deputy-
officer exclusively performs tasks in the area of AML/CFT, whether business line AML/CFT
coordinators perform their work effectively and with the requisite quality).

A Identification and reporting of suspected ML/FT

The AML/CFT system pt in place must ensure that the obliged entity is able to identify
suspicious transactions promptly and report them to theFIU. An assessment is also made of
the effectiveness of the system for identifying deviations from usual transactions and the
effectiveness of the procedures for further treatment of unusual transactions, which form the
basis for identifying suspicious transactions and reporting to theFIU (e.g. adequate
functioning of software support for identifying unusual transactions, adequate treatment of of
alerts, timely reporting to the AML/CFT officer or the FIU).
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A Monitoring and internal controls

The obliged entity is required to provide regular internal controls over the performance of
AML/CFT tasks. Here an assessment is made primarilytbe effectiveness of the controls put
in place at the second level, for which the AML/CFT department is responsibled, number of
second-level controls conducted, quality of second-level controls, realisation of planned controls).

A Training

The obliged entity is required to provide regular professional training for all employees
performing tasks that relate in any way to AML/CFT. The assessment of the control
environment in this segment includes an assessment of whether the annual training plan has
been realised, whether all target groups of participants have been included in training, and
whether the topics covered by training correspond sufficiently to the inherent risks to which
the obliged entity is exposed €.g. realisation of annual training plan, number of participants in
training).

A Independent auditing

The internal audit department conducts independent reviews of AML/CFT system for the
purpose of identifying any deficiencies and st
procedures and ontrols. An assessment is made of whether the reviews conducted by the

internal audit department have identified material deficiencies or breaches that show that it

is necessary to strengthen the control environment g. frequency of AML/CFT audits,

identified breaches, elimination of breaches).

A Supervisory measures

The analysis of the control environment also needs to include potentiegviews performed by
competent authorities in the area of AML/CFT, and their supervisory measures.§. whether
an inspection has been conducted by a competent authority, identified breaches, elimination of
breaches).

In analysing the control environment the obliged entity takes account of the areas cited above at
a minimum, and the risk criteria that it judges have an imact on its ML/FT risks, whereby the
areas may be broken down into more detailed individual risk criteria, and additional areas may
be included in the analysis.

After analysis of the risk criteria has been conducted in individual areas of the control
environment, it is then necessary to assess the control environment . Controls that are
conducted effectively, regul arl vy, and without al
while controls that are either ineffective ornonre x i st ent arpoa@mrs's.essed as *

Assessment of the control environment Assessment
Good control environment 1
Acceptable control environment 2
Deficient control environment 3

The areas and risk criteria described above and the Bank of Slovenia metho dology for
assessing the control environment are illustrated in detail in ~ Appendix 1 of the guidelines.
Obliged entities must draw up their own methodology for assessing the control environment, or
may apply theBank of Slovenia methodology as one of the possible approaches to preparing the
ERA In so doing, the obliged entity is required to apply the Bank of Slovenia methodology such
that the ERAreflects the specific attributes of its operations.
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While the analsis and assessment of inherent risk involves quantitative data in connection with

the risk criteria (number and volume), the assessment of the control environment is qualitative

in nature. For this reason, after completing the analysis and assessment of i nherent risk and

the control environment, the AML/CFT officer has the option of proposing that individual

areas of the control environment be assessed more or less strictly than defined in theERA
methodology (e.g. controls are conducted less frequently, but prove to be effective). The AML/CFT

officer may propose a change to the assessment of the control environment on the basis of expert
judgment, having regard for the attributes of the entire AML/CFT system at the obliged entity. Any

change in the assessant of the control environment proposed by the AML/CFT officer must be
clearly documented, and must be approved by the

3.1.3. Residual risk

The obliged entity assesses residual risk on the basis of the analysis and assessmehisherent
risk and the control environment (residual risk assessment ). The residual risk assessment
makes the obliged entity aware of whether the system put in place provides for effective detection
and prevention of ML/FT, or whether improvements are equired.

The residual risk assessment is expressed as one of four levels:
A Low residual risk
Residual risk is assessed as low when thieherent risk at the level of the obliged entity is
assessed adow or medium, while the control environment is assessedas good or
acceptable.

A Medium residual risk

Residual risk is assessed asedium when:

- the inherent risk is assessed asow, while the control environment is assessed as
deficient or poor ;

- the inherent risk is assessed ahigh or increased, while the control environment is
assessed agood;

- theinherent risk is assessed amedium , while thecontrol environment is assessed as
acceptable.

A Increased residual risk

Residual risk is assessed as increased when tiherent risk is assessed asnedium or
increased , while the existingcontrol environment is assessed adeficient or poor . Residual
risk is also assessed as increased when timeherent risk is assessed akigh or increased,
but the control environment put in place is assessed ascceptable.

A High residu al risk

Residual risk is assessed as high when theherent risk at the level of the business line or
the obliged entity is assessed aBigh or increased, while the control environment put in
place is assessed adeficient or poor .
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The AML/CFTofficer may propose that the residual risk assessment be raised or lowered by a
maximum of one level é.g. a planned merger with another obliged entity). The grounds for
changing the residual risk level must be documented and must be approved by theoklig ent i t y’' s
senior management.
The obliged entity puts in place its own methodology for assessing residual risk, and must
take account of the following in so doing:
- the residual risk assessment should have no more than five risk levels;
- residual risk may ot be assessed as low when the inherent risk is assessed as high;
- residual risk may not be assessed as low when the control environment is assessed as
poor.
When preparing the methodology for assessing residual risk, the obliged entity may take account
of the Bank of Slovenia methodology for the residual risk assessment, which is givenfippendix
1 of the guidelines.
32. /| A1 ECAA AT OEOUBO 1 AACRBROAOG 11 OEA AAOGEO 1T £ OEA
After the ERAIs conducted, the next activitis are as follows:
1. The obliged entity documents the ERA it defines the risk criteria based on which it
analyses and assesses the inherent risk and the control environment, describes the
methodology for assessing inherent risk, the control environment andesidual risk, and
any grounds for deviations from the assessment of the control environment or residual
risk.
2. Once theERAhas been documented, it i ADDOT OAA AU OEA 1T Al ECAA £
management.
3. The responsible employees at the obliged entity (the ML/CFT officer, the responsible
management board members, or other employeeg)resent the results of the ERAto
the persons responsible for individual business lines and to theinternal audit
department .
4. On the basis of th&ERA the obliged entity draws upML/FT risk management measures
as illustrated below.

On the basis of the level of residual risk identified within the framework of th&RA the obliged
entity draws up measures to mitigate any ML/FT risks identified at the obliged entity. If
deficienciesin the control environment (e.g. deficient policies or procedures) or high inherent risk
that the obliged entity is unable to adequately manageeg. delays in the treatment of alerts for
unusual transactions) were identified during the ERA it is necessgy to draw up an action plan
for the elimination of the identified deficiencies, and to set a deadline by which the
deficiencies must be eliminated . Identified deficiencies must beeliminated by a reasonable
deadline, or by no later than the time of the nd ERA
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AML/CFT, and in the business line. When making decisions as to whether to introduce additional
products or services, whether to establish new distributionchannels, or whether it is necessary
to upgrade the existing control environment in this connectiond.g. additional staff, IT investment),
the obliged entity takes account of th&RAfindings.

higher-risk or lower-risk customers in light of the identified inherent risk and the control
environment put in place. This is a business decision on the part of the obliged entity, which has a
significant impact on the implementation of AML/CFT measures at the level of the obliged entity
(e.g. additional employee training, a reduction in existing controls for lower-risk customers) and also

at the level of the individual customer.
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4. Customer risk assessment
(CRA)

Based on the customer risk assessment (CRA), the obliged entity determines the type of due

diligence (enhanced, simplified, standard) and thescope and frequencyof monitoring the
customer’s business activiti e sapplieb enrlire withhwhichpr i nci
(having regard for the CRA) higherrisk customers are subject to more frequent and broader

scope controls, while lowerrisk customers are subject to less frequent and narrowescope

controls.

To be able to mdertake the CRA irthe area of ML/FT risksit is necessry to:
9 identify the risk criteria, and
1 determinethe materiality of each individual risk criterion or its impact on the CRA.

Risk criteria are presented belowwith regard to the level of ML/FT risks that entail a
minimum standard.

Risk criterion risk level
Low risk
Medium risk
Increased risk

The obliged entity may take account of additional risk criteria, or may treat them more strictly
than defined in the guidelines. Becausef the risk-based approachin the CRA, an individual risk
criterion does not yet necessarily mean the allocation of the customer tolaw risk customer risk
category or high risk, unless this is explicitly stipulated in the ZPPDFT and the guidelines (a
high-risk risk criterion automatically assigns the customer to the customer risk category of high
risk).

4.1. Risk criteria

The obliged entity defines risk criteria with regard to individual types of risk inherent in:
A the customer itself;

the geographical region;

the products, servicesor transactions;

the distribution channels via which the obliged entity offers products or services;
other risks.

> > > >

4.1.1. Customer risk

Customer risk is the risk inherentin:
scopefoof the transactions at the obliged entity. For natural persons, the vital information
is therefore employment status é.g. the size of the payments is dependent on the employer
and the job, pensioner, student, unemployed), while for legal persors it is information about
the business activities (the principal business activity for which the legal person is
registered in the business register) or the industry in which it is engaged;
perform within the framework of employment or activities on behalf of an interest group
(e.g. president of a political party [PEP]), while for legal persons it is related to their status
(e.g. concerns, foundations, associations and other forms of partnership that expose the
customer to higher risk);
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A the AODOOT I ADOG O, inkibi® BlA€d Foindgative information that the obliged
entity holds about the customer, either on the basis of publicly available datgi-¢m the
media, information from other sources, where the assessment of this information should also
take account of the reliability and credibility of the source, e.g. articles about the final
conviction of person X for the criminal offence of money laundering or an economic crime
are considered negative information, while information from forums about the alleged
actions of person X is not), or on the basis of internal information é.g. the customer
committed fraud in relation to a bank instrument, an enquiry against the customer has been
received from the FIU);

A the AOOOT I A0S O, pArdcalaklyuBusu@I®r suspicious behaviour by the customer
before entering into the business relationship é.g. the customer does not wish to disclose
information required by law) or during the business relationship e.g. the customer does
not wish to provide requested evidence).

The obliged entity also takes account ofisks in connection with parties related to the
customer (statutory representatives, persons with power of representation, begficial owner).

The set ofcustomer -related risk criteria  that the obliged entity must take into account as the
minimum standard is cited below, although the obliged entity may also take account of additional
criteria or treat the below criteria more strictly.

NP The customer’'s identity was verifi
permitoranasylims eeker’'s |1 D card

NP The customer, its statutory representative or its personwith power of -
representation is a PEP, mimmediate family member of a PEP, or a clos
associateof a PEP

NP/LP The customer is a resident

NP/LP The customer is a norresident

NP/LP Negative information has been obtained in connection with the custoer, its

statutory representative, its person with power of representation or the
beneficial owner
NP/LP Indicators of suspected ML/FT have been flagged in connection with th
customer or a related party, for example:
- the customer or a related party is ehaving unusually or suspiciously;
- the customer has failed to provide adequate clarifications with regard
to the economic logic of the envisaged transactions;
- there is doubt as to the credibility or relevance of the submitted
documentation;
- the customer requests secrecy when entering into the busines!
relationship, and does not wish to disclose the requisite information
during due diligence

NP/LP The customer, its statutory representative, the person with power o-
representation or the beneficial owner tas been reported to theFIU for
suspected ML/FT

NP/LP TheFlUhas submittedar equest for ongoing moni t-
transactions or an order for temporarily suspending a transaction

NP/LP An enquiry has been received from the~IU for the customer, its statutory
representative, the person with power of representation or the beneficial owner

LP An undertaking listed on a securities market to which disclosure requirements
and requirements for adequate transparency of the beneficialvener apply

LP A credit or financial institution established in an EU Member State or a thirc
country that has put in place adequate AML/CFT mechanisms

LP Public administration bodies and public enterprises in Slovenia

LP Undertaking under 100% ownersip of the Republic of Slovenia

LP Undertakings operating in the following industries or whose business activities

are as follows:
1 money services business;
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1 issuance, brokerage and storage of virtual assets, and other activitie
related to virtual assets
1 non-governmental and nonprofit organisations;
1 charitable organisations;
1 manufacturers and traders of armaments and other military equipment;
1  mining and quarrying;
1 petroleum and natural gas;
construction;
1 pharmaceuticals;
1 sale and brokerage of real esta;
1 sale of gold and other precious metals;
1 sale and brokerage of valuable goods and higlalue assets (e.g. yachts, car:
works of art and antiques);
1 casinos and other games of chance (betting shops, online games of char
etc.).
LP The unde ownership sirgeturs is unusual or overly complicated relative
to the nature of its business
LP Sudden changes in the ownership structure or ultimate beneficial owner tha
cannot be explained
LP Undertakings that disclose ownership on the basis of beareshares, where the
ownership is evident from the record of holders of bearer shares at KDD
LP Undertakings that disclose ownership on the basis of bearer shares, where t-
customer discloses ownership on the basis of a contract, notarial protocol
share register of a foreign authority
LP The customer is a legal person or another entity of foreign law established for
specific purpose (a speciapurpose vehicle [SPV] or trust)
LP There is credible information about a credit institution, financial hstitution or

other legal person that is required to implement AML/CFT measures tha
supervisory measures for theelimination of breachesin the area of AML/CFT or
administrative fines have been imposed on it by supervisory authorities

LP The statutory representative, person with power of representation or beneficial
owner is a PEP, mimmediate close family member of a PEP, or a closssociate
of a PEP

LP The legal person has been established in favour of a PEP, or the statut
representative, personwith power of representation or beneficial owner is a
foreign PEP

LP Other undertakings that are notassesseds highrisk or low-risk

4.1.2. Country risk

Increased risk is posed by countries and geographical regions that have weak AML/CFT systems,

countries with a high degree of corruption or criminal activity, and countries against which

international organisations have imposed restrictive measures. The obliged entity also takes

account of the country risk of customers and related parties in the CRAf ¢the information is

available given the scope of the due diligence), in particular:

9 for natural persons, the nationality and region of permanent and temporary residence;

9 for legal persons, the registered office as evident from the business register;

9 for the statutory representative, the person with power of representation and the beneficial
owner, the nationality and the region of permanent and temporary residenceif{ the
information is available given the scope of the due diligence).

The set ofcountry ris k criteria that the obliged entity must take into account as the minimum

standard is cited below, although the obliged entity may also take account of additional criteria or
treat the below criteria more strictly.

NP/LP The customer, statutory representative, person with power of representation or
beneficial owner is a national of a country that is assessed adawv risk (EU
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Member States or third countries with an effective AML/CFT system aral low
level of corruption and other criminal activity)

NP/LP The customer, statutory representative, person with power of representation or
beneficial owner has a registered office or permanent or temporary residence il
a country that is assessed as law risk (EU Member States or third countries
with an effective AML/CFT system and a low level of corruption and othe
criminal activity)

NP/LP The customer, statutory representative, person with power of representation or
beneficial owner is a national & a country that is assessed as amedium risk
(the country is not assessed as a low, increased or high risk)

NP/LP The customer, statutory representative, person with power of representation or
beneficial owner has a registered office or permanent or teporary residence in
a country that is assessed as anedium risk (the country is not assessed as low
increased or high risk)

NP/LP The customer, statutory representative, person with power of representation or
beneficial owner is a national of a couny that is assessed amcreased ML/FT
risk (countries where there is higher probability of money laundering or
terrorist financing; countries against which restrictive measures have beer
imposed by the UN Security Council or the EU)

NP/LP The customer, gatutory representative, person with power of representation or
beneficial owner has a registered office or permanent or temporary residence il
a country that is assessed asicreased ML/FT risk (countries where there is a
higher probability of money laundering or terrorist financing; countries against
which restrictive measures have been imposed by the UN Security Council or tt
EU)

NP/LP The customer, statutory representative, person with power of representation or
beneficial owner is a national of a auntry that is on the list of high -risk third
countries

NP/LP The customer, statutory representative, person with power of representation o

beneficial owner has a registered office or permanent or temporary residence i
a country that is on thelist of high -risk third countries

NP/LP The customer, statutory representative, person with power of representation or

beneficial owner has a registered office or residence at an address that is know
to be fictitious (including PO boxes in the rest of the wod)

Having regard for the ML/FT risks of the individual geographical region, the obliged entityraws
up and regularly updates its own list of geographical regions ; all countries in the world should
be included on the list.

When assessing country risk bliged entities are recommended to use a variety of sources and a
risk-based approach. In keeping with such an approach, an individual source should not
determine the final assessment of country risk, unless so stipulated by the ZPPBETObliged
entities assess an individual geographical region aslaw risk, medium risk, increased risk or
high risk .

The mandatory sources that the obliged entity is required to take into account in the assessment
of country risk are:
A the list of countries published by theFIU on its website in accordance with the ZPPDFT,
including:
T high-risk third countries with strategic deficiencies where adequate AML/CFT
measures are not applied;
T countries where there is a higher probability of money laundering or terrorist
financing;
A countries against which restrictive measures have been imposed by the UN Security
Council or the EW-

2 In connection with lists of restrictive measures, the use of the EU Sanctions Map is recommended
(https://sanctionsmap.eu/#/main ).
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Theadditional sources of information that it is reasonable to take into account in the assessment

of country risk are:

A

A

> > > >

4.1.3.

In respect of products, services and transactions, the obliged entity assesses risks related to:

A transparency : namely the extent to which products, services and transactions allow the
customer or beneficial owner to remain anonymous or to@nceal their identity;
complexity : the extent to which a transaction is complex and whether it involves multiple
parties or multiple jurisdictions (e.g. trade finance), or the extent to which products or
services allow payments by third parties or accept epayments that are not usually

A

A

In addition to new products and services, the diged entity also takes account of the attributes of
innovative solutions in providing a specific product or service (i.e. advanced market channels).

The set ofproduct -, service- and transaction risk criteria
accourt as the minimum standard is cited below, although the obliged entity may also treat the
below criteria more strictly. In addition to the aforementioned products and services, the obliged
entity must take account of and assess the risk of the remaining piacts and services that it

information from industry with re gard to typologies and emerging risks with regard to

geographical regions;

information from international organisations and associations that assess countries
across various criteria, such as mutual evaluation reportse(g. FATF, Moneyval), reports
on deficient taxation (e.g. OECD), reports on corruption (e.g. Transparency International)
and other criminal activity (e.g. UN Office on Drugs and Crime), IMF FSAP reports;

the FATF blacklist and grey list;

the status of a count ry ' ysecagresedbomansdiionp ativeo f

in the area of AML/CFT (FATF, Moneyval);

information from credible and reliable open sources ég. reports by reputable

newspapers),

information obtained on the basis of credible and reliable commercial organisation.g.

Dow Jones, World Check, SWIFT),
supranational risk assessments by the European Commission;
national risk assessments of individual countries;

professional judgement and expertised g. knowledge about the use of fictitious addresses).

Product/service/tra nsaction risk

expected;

value or size: the extent to which products, services or transactions are cashtensive,

and the extent to which they simplify or encourage higtvalue transactions.

offers in its own CRA methodology and in the individual CRAs.

NP/LP

NP/LP

Products that pose low ML/FT risk:

f
1

1
1
1

1

mortgage loans;

other purpose-specific loans, where the funds are paid out directly to the
vendor of goods or the service provider;

deposits;

savings accounts;

current accounts aimed at a part
account s intended for i nwar d pe
accounts);

other products that the obliged entity has assessed as posing low ML/F
risk.

Products that pose increased risk:

that the obliged entity must take into
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prepaid payment cards;
debit and credit cards with no limits on transactions;
cheques;
safe deposit boxes;
leasing and othercredit agreements where the payer is a third party;
fiduciary accounts and accounts that allow account managers, attorneys ar
other entities to execute transactions on behalf of their clients via account
at the bank;
products related to virtual assets;
other products that the obliged entity has assessed as posing increase
ML/FT risk.
NP/LP Services that pose increased risk:
private banking;
investment banking;
trade finance;
services related to trading in precious metals (e.g. purchase of gold);
Western Union, MoneyGram;
services related to virtual assets;
other services that the obliged entity has assessed as posing increas
ML/FT risk.
NP/LP Products and services that the obliged entity has assessed as posimgdium risk
NP/LP Transactions that pose increased risk and are taken into account within the

framework of transaction monitoring, and could have an impact on the CRA:

1 the customer mostly transacts in cash (including deposits and withdrawals
at ATMs, which is unusual for its registered busiess activities);

=4 =4 —a —a a9

1
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1 transactions where the source of funds is not known;

i transactions that do not have a clear economically or legally justifiec
purpose;

T the number of transactions devi at
business;

 thevalueofthetranse t i ons deviates from th
business;

1 the transactions deviate from the stated purpose of business;

i transactionson a previously dormant account;

1 smurfing;

f inward and immediate outward transactions in similar or the same
amounts;

1 other unusual circumstances in the execution of transactions (e.(
significant and unexplained geographical distance between the registere
office of the bank and the registered office of the customer, frequent an
unexplained transfers of funds to differentgeographical regions);

i transactions with countries on the list of countries that pose increasec
ML/FT risks;

9 transactions related to countries on the list of higkrisk third countries.

4.1.4. Risks related to distribution channels

In this case there is an asessment ofin what way does thedistribution channel, via which the
obliged entity offers products or services to the customeipresent the risk of misuse for ML/FT
purposes. The obliged entity must assess the following in particular:
A the extent to whichthe product or service is offered/provided without the customer being
present in person; and
A whether the products or services are offered via third parties, and what the nature of the
relationship between the obliged entity and the third party is.

The setof distribution channel risk criteria  that the obliged entity must take into account as

the minimum standard is cited below, although the obliged entity may also take account of
additional criteria or treat the below criteria more strictly.
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NP The product or service is offered by means of videbased electronic
identification (Article 27 of the ZPPDFT1)

NP/LP The product or service is offered in the personal gsence of the customer or the
statutory representative

NP/LP The business relationship is entered into via a person with power o
representation

NP/LP The business relationship is entered into via an agent/intermediary

NP/LP The business relationshp is entered into on the basis of electronic means o
identification (Article 26 of the ZPPDFT1)

NP/LP The business relationship is entered into via a third party

4.2. CRA methodology

Obliged entities are required to formulate their own CRA methodology  in which they:

A appropriately evaluate the aforementioned risk criteria  (that exist at the obliged
entity), whereby they must have ata minimum the level of risk defined as in the
guidelines;

A consider, define and evaluate any additional risk criteria (of the ir own) , thus
capturing all the attributes of their business in full;

A set out a system for weighting the risk criteria , having regard for the risk level of
individual criteria, and, in line with the risk-based approach, ensure that the highetisk
criteria have a greater impact on the CRA;

A ensure thatrisk criteria at high risk level automatically place the customer in the
category of high -risk customers (e.g. PEPs, customer’s links to a country on the list of
high-risk third countries).

A define the following customer risk categories at a minimumiow risk , medium risk and
high risk (the obliged entity may define more customer risk categories, but the total
number should not exceed five).

The obliged entity should ensure that its income in connection with amdividual customer or
with a particular product or service does not influence its CRA methodology. Neither should the
methodology lead to a situation where it is impossible to place any customer in the high customer
risk category.

The Bank of Slovenia methodology for the CRA is given inAppendix 2 of the guidelines,as an
aid to obliged entities . Obliged entities may use it in full or in part, or may use their own CRA
methodology to formulate CRAs.

Based on tle CRA, the obliged entity places the customer into one of the customer risk categories,

and adjusts its implementation of AML/CFT measures as appropriate (most notably the scope of

due diligence and the monitor i ngsewdentftoimtetablest o mer
below and as explained in detail below in the guidelines.
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Customer risk Type of customer | Frequency of transaction Rev_lefw and_updat(ljng €
category due diligence monitoring 3 Information an
documentation
Low risk S'm.p."f'ed thiz Annual 3to 5 years
diligence
Medium risk SEMEERT) eye Half-yearly 2 to 3 years

diliience

4.3. Definition of initial CRA and updating of CRA

The obliged entity is required to conduct customer due dience before entering into a business
relationship, and obtain, at a minimum, information set out by the ZPPDFT (e.g. the customer’s
registered office or permanent residence, nationality, information about PEPs). Based on the
information obtained about the customer, the obliged entity conducts itsnitial CRA , and places
the customer in the relevant customer risk category.

Based on the initial CRA, the obliged entity sets out thecope of information and
documentation that it will request from the customer before entering into the business
relationship, and later also thefrequency of transaction monitoring and the frequency of
reviewing and updating the information and documentation about the customer , and
determines the initial customer risk category.

As part of the customer due diligence, the obliged entity must also provide for the regular and
diligent monitoring of t hoea bagsissfwvlichmiéassessesthaiski n
AOEOAOEA AAOEOEI ¢ A&£01 1 OFEdd &dsdhénbes Ad thed badizO A
information about the customer (updating of the CRA) . During the business relationship it
may prove to be the case that the customer poses a higher ML/FT risk than was evident from the
information obtained when the business relationsip was entered into. In general these are cases
when the bank placed the customer in the customer risk categories of low risk anedium risk
when the business relationship was entered
transactions suggests ineeased ML/FT risk. In this case the obliged entity takes account of
additional risk criteria when updating the CRA in accordance with its own CRA methodology, and
updates the customer risk category as appropriate.

For the effective prevention of ML/FT riks, information about the customer risk category must
be available at any time to employees at the obliged entity whose work duties involve ML/FT risk
management. Accordingly obliged entities referred to in point 1 of Section 1.2 of the guidelines
are expected to manage the information on customer risk category in their IT support ,
which allows proper traceability of changes to the initial CRA.

In accordance with the riskbased approach, various risk criteria with differing risk levels are
taken into accownt during the CRA and consequently have various impact on the CRA. Obliged
entities referred to in point 1 of Section 1.2 of the guidelines are therefore recommended paut

in place IT support that provides automatic execution of the CRA and application of the
customer risk category to the customer . The system must also allow manual changes to the
automatically applied customer risk category. The grounds for any manual change and

3 Irrespective of the customer risk category, the obligeantity should ensure that individual high-isk transactions,
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based on the requirements of the ZPPDFT or t he obliged entity’s own assessment

more detailed information, seeSection 4.6 Transaction monitoring.
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information about the employee who entered the change in customer risk categpomust be
recorded.

4.4. Scope of due diligence with regard to CRA

Based on the customer risk category, the obliged entity determines theeopeof customer due
diligence, which includes the process of obtaining information about the customer, thieequency
of transaction monitoring, and the frequency of reviewing and updating the information and
documentation. Here the principle of proportionality applies, in line with which higherrisk
customers are subject to more frequent and broadescope controls, while laver-risk customers
are subject to less frequent and narroweiscope controls.

Standard due diligence is sufficient in connection with
customers assessed as posingmedium ML/FT risks on the
basis of the risk criteria.

The CRA methodology must include riskcriteria that will
identify customers that posehigh ML/FT risks ; in these cases
the obliged entity is required to conduct enhanced due
diligence before entering into the business relationship, anc
later in-depth transaction monitoring.

A certain segment of customers pose low ML/FT risks ;
simplified due diligence is allowed in these cases.

Here it should be particularly noted that therequirement to conduct enhanced due diligence
is binding , in contrast to theoption of conducting simplified due diligen ce, which is a matter
to be decided by the obliged entity .

In accordance with the ZPPDFIL and the guidelines, obliged entities definemeasures of
standard, simplified and enhanced due diligence in detail in their internal policies and
instructions .

4.4.1. Standard due diligence

I n customer due diligence, the obliged entity r
identity, and establishes the purpose of a transaction or the intended nature of the business
relationship, thereby mitigating the risk of doing business with an unknown customer who might

try to use the obliged entity for ML/FT.

The following measures are carried out by the obliged entity within the framework of standard
due diligence:
A it determines and verifies theAO O OT | A O 8 ©n theAdsit Gf Eh® idformation and
documents required by law;
A it determines and obtains the information about thebeneficial owner required by law;
A it obtains information about the purpose and intended nature of the business
relationship or transaction;
A it verifiesand determinesthe AOOOT | AO6 O DI T.EOEAAT Agbl OOO0OA

When the obliged entity is conducting standard due diligence on a customer on the basis of the

CRA and in accordance with its CRA methodologyfiti T EOT 00 OEA AO0OOT I A0O8O O
a half-yearly ba sis, andreviews and updates the information and documentation about the

customer every two to three years .
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4.4.2. Simplified due diligence

When the obliged entity assesses on the basis of the CRA and in accordance with its CRA

methodology that simplified duediligence may be conducted on a customer, it is still required to

carry out all measures prescribed under customer due diligence, except that the measures may be
slightly simplified, which allows for the following:

A areduced set of information about the cltstomer, the statutory representative, or the person
with power of representation;

A information on the purpose and intended nature of the business relationship is only
required if it is not evident from the business relationship itself é.g. purpose-specific loans,
deposits);

A alower frequency of transaction monitoring (annual)  ; and

A alonger period for reviewing and updating information and documentation about the
customer (three to five years) .

The aforementioned simplified due diligence measures apply toatural and legal persons,and to

the latter in addition:

A simplified review of the statutory representative or person with power of
representation : when in accordance with the ZPPDFTI the obliged entity obtains
information by viewing the original or a certified copy of documentation from a relevant
register or by viewing the register directly, there isno need for the statutory representative
or the person with power of representation tobe present in person ;

A simplified review of the beneficial owner : the dbliged entity obtains the information about
the beneficial owner required by law on the basis of a declaration by the statutory
representative or the person with power of representation, and not by viewing the original or
a certified copy of documentationfrom a relevant register or by viewing the register directly.

4.4.3. Enhanced due diligence

In addition to the measures prescribed within the framework of standard due diligence, enhanced
due diligence requires the obliged entity to carry out additional measure® managanagethe risks
posed by customers and business relationships that in accordance with the CRA and the CRA
methodology require enhanced due diligence.

The obliged entity’'s CRA methodology shoul d
conducted in cases set out by thePPDFT-1, i.e. in the following cases:
A a correspondent banking relationship with a bank or similar credit institution
established in a third country;
A a business relationship with aPEP,
A a business relationship with acustomer li nked to a country that is on the list of high -
risk third countries ;
a business relationship entered into by means afideo -based electronic identification ;
a business relationship in which the obliged entity has identifiedihcreased ML/FT risk
on the basis of the risk assessment .

A
A

When conducting enhanced due diligence, the obliged entity takes account of the enhanced due
diligence measures required by the ZPPDFI. When the ZPPDFL does not set out enhanced due
diligence measures, but the obliged entity &s identified increased or high ML/FT risks on the
basis of its risk assessment, it carries out one or more of the following enhanced due diligence
measures:

N

A AAAEOET T Al OAOGEAx T &£ ET £ OI AGET 1T Aheifg@ OEA A
whether the le g a | person’s business activities reaso

suppliers and customers, evidence of the employment of a customer who is a natural
person; additional review of the reputation of the customer and related partiese(g. media
information);
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A additional review of information about the purpose and intended nature of the
business relationship : in particular the scale and purpose of cash transactions and the
destination of crossborder transactions;

A collection of information on the source of funds and source of wealth : more detailed
information and evidence on the source of financing is obtained for newly established
legal persons, and statements on the source of funds and general wealth of the person in
guestion are verified for natural persons (e.g. with regard to his/her employment, general
knowledge about the customer);

A approval of the business relationship by aesponsible person in a senior management
position ;

A assessmentof the compliance of the business relationshipy the AML/CFT department
(in exceptional cases when professional judgement and assessment of ML/FT risks are
required: e.g. entering into business relationships with customers on lists of restrictive
measures, PEP monitoring);

A more frequent transaction monitoring (mont  hly) ; and

A ashorter period for reviewing and updating  information and documentation about the
customer (one to two years) .

In accordance with the internal customer acceptance policy, the obliged entity defines which of
the aforementioned enhanced due diience measures it will carry out with regard to business
with high-risk customers, wheremore frequent transaction monitoring and a shorter period

of reviewing and updating information and documentation about the customer 4 are
mandatory elements of enhance d due diligence (unless stipulated otherwise by the ZPPDFT

1 and the guidelinese.g. features with regard to PEPs and customers with links to countries on the
list of high-risk third countries).

For the effective management of ML/FT risks, in addition tthe measures cited above, the obliged
entity may also carry out other enhanced due diligence measures.

4.4.3.1. Features of enhanced due diligence for PEPs
PEPs pose a high ML/FT risk because of the risk that they will use the power and influence
deriving from their public function for their personal gain, or for the advantage of family members,
colleagues, or other legal and natural persons. For this reason the ZPPEFtefines PEPs as
natural persons on whom obliged entities are always required to conducenhanced due
diligence measures , which in addition to standard due diligence measures also includes:
A the collection of information on wealth and information on the source of the funds with
which the customer will do business via the obliged entity;
A written appro val from a superior responsible person in a senior management function
before a new business relationship is entered into;
A particularly diligent transaction monitoring
business activities.

Review of political exposure

Under the ZPPDFI1l obliged entities are required to define the procedure by which they
determine whether a customer, its statutory representative, its person with the power of
representation or its beneficial owner is a PEP. To this end, obligedtgies referred to in point 1
of Section 1.2 of the guidelines are required in accordance with these guidelinesitoplement

4 Article 49 of the ZPPDFT1 stipulates that the obliged entity must conduct ongoing monitoring of the business

activities that a customer pursues with it for the duration of the business relationship. The fourth paragraph of the
aforementioned article stipulates hat the obliged entity must ensure that the scope and frequency of the measures for

the ongoing monitoring of the customer’s business activiti
exposed to when executing a particular transactionrovhen doing business with the customer. This risk is determined

by the obliged entity on the basis of a risk assessment.
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automatic PEP screening procedure tdetermine the political exposure of customers and related
parties usingcommercial PEP databses.

The procedure for determining whether a customer is a PEP is required before the business
relationship is entered into, and during the business relationship. Obliged entities are required to
review the political exposure of customerswhen information that could lead to political
exposure is received (e.g. elections to parliament, information about the appointment of a new
supervisory board at an undertaking owned by the government), and no later than during the
review and updating of information and dcumentation obtained about the customer (in
accordance with the CRA methodology and the customer risk category). Obliged entities that have
automatic PEPRscreening procedurein placehave toreview their existing customerbase whnever
there is a change irthe customerinformation of if there were any changes on thePEPIist in the
commercial databases.

Irrespective of the procedure for reviewing PEP status (automatically on the basis of commercial
databases, or via a PEP questionnaire), the obliged egtinust ensure that information on political
exposure with regard to the customer or the related party obtained from other sources ialso
taken into account in the CRA.

Not all PEPs pose the same ML/FT risks; therefore applying the same treatment to &lH3 would
be disproportionate. Guidance is given below to help distinguish between loweand higherrisk
PEPs.

New business relationship

If when entering into a new business relationship with a customerr(atural person ) the obliged
entity determines that the customer, his/her statutory representative or the person with

power of representation is a PEP , it is required to carry out enhanced due diligence measures
as cited by the ZPPDFT, and to place the customer into a customer risk category that is tharse

as or comparable to the customer risk category of high risk as set out by the Bank of Slovenia
methodology.

When entering into business relationships withegal persons, the obliged entity must also check
any political exposure of the statutory repres entative, the person with power of
representation and the beneficial owner . The scope of the enhanced due diligence applying to
PEPs in these cases relates to thegal person, whereby it is necessary to take account of the
following features with regard to enhanced due diligence measures:

a) The obliged entity is entering into a business relationship with &gal person that is under
majority government ownership, with diplomatic or consular representative offices or
other government or international institu  tions defined in the ZPPDFT -1, whereby their
statutory representatives are PEPs on account of their function alone.§. ambassador, CEO of
an enterprise under majority government ownership):

A Customer risk category: In these cases the obliged entity takesiccount of the
information about PEP status as one of the customeelated risk criteria with a level
of increased risk, and conducts the CRA in conjunction with other risk criteria, placing
the customer into the relevant customer risk category.

A Scope of due diligence and transaction monitoring: The scope of customer due diligence
and the frequency of transaction monitoring are determined in accordance with the
customer risk category: simplified, standard or enhanced due diligence, monthly, half
yearly, anrual.

A Measures: The obliged entity obtains written approval from a superior responsible
person in a senior managemenposition, and the AML/CFT office
regard to the appropriateness of the customer risk category.
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b) The obliged entity is enterhng into a business relationship with alegal person whose
statutory representative, person with power of representation or beneficial owner is a
PEP, or that isknown to be a legal person established in favour of a PEP .

A Customer risk category: The obliged entity is required to place the customer into a
customer risk category that is the same as or comparable to the customer risk category
of high risk as set out by the Bank of Slovenia methodology.

A Scope of due diligence and transaction monitoring: The obliged entity is required to
conduct enhanced due diligence (Sectioh4.3Enhanced due diligenciand to conduct
transaction monitoring on a monthly basis (Section 4.6 Trangdion monitoring).

A Measures: The obliged entity obtains information on wealth and information on the
source of the funds with which the customer will do business via the obliged entity
(i.e. the legal person), and written approval from the superior resporible person in a
senior managementposition.

c) The obliged entity is entering into a business relationship withlegal persons whose
statutory representative, person with power of representation or beneficial owner is a
foreign PEP.

A Customer risk category: The obliged entity is required to place the customer into a
customer risk category that is the same as or comparable to the customer risk category
of high risk as set out by the Bank of Slovenia methodology.

A Scope of due diligence and transaction monitoring: The obliged entity is required to
conduct enhanced due diligence (Sectich4.3Enhanced due diligenceand to conduct
transaction monitoring on a monthly basis (Sectin 4.6 Transaction monitoring).

A Measures: The obliged entity obtains information on wealth and information on the
source of the funds with which the customer will do business via the obliged entity
(i.e. the legal person), written approval from the superiorresponsible person in a
senior managementposition, and an opinion from the AML/CFT officer assessing
whether the reasons for which the foreign PEP is entering into a business relationship
via the legal person and outside the country in which he/she holds political function
pose potential ML/FT risks.

Collection of information about the source of funds and wealth

When obtaining information about the source of funds and wealth that are or will be the subject

of the business relationship, theobliged enti ty takes account of the risk posed by the PEP or

the related party. Information about the source of wealth is obtained from public records or

documents and other documentation submitted to the obliged entity by the customer or, where

this is not possiblef r om t he cust omer '5informationtaboatthe sberaelofar at i o n
funds is obtained directly from the customer, as it has an impact on the purpose and scale of the
customer’'s business with the obliged entity.

Existing customer
When an existing cusomer, the statutory representative, the person with power of representation
or beneficial owner becomes a PEP during the business relationship (s&eview of political
exposure), the obliged entity knows the custore r and the customer’ s transe
carries out enhanced due diligence measures as follows:
A information about the source of funds is obtained on the basis of existing and known
facts about the customer , and there is no need to request it dectly from the customer;

5 Similarly, the FIU stated the following in an opinion published on its website (in Slovene) at
https://www.gov.si/assets/organi -v-sestavi/lUPPD/Dokumenti/Mnenja/Pregled-
stranke/ugotavljanje_in_preverjanje_istovetnosti_tujcev.pdf
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A the continuation of the business relationship with a customer who has become a PEP is
approved in writing by the superior responsible person in a senior management
position ;

A the transaction monitoring of the PEP is monthly , or as escribed in detail below (see
Transaction monitoring of PEPs).

Transaction monitoring of PEPs

The fact that the customer’s risk | evel has chan
monitoring. As stated in Section 4.6 Transaction monitoring, the transactions of highrisk

customers (including PEPS) are monitored at least monthly.

If the obliged entity assesseshat the transactions of a customer who is a PEP or of related parties
do not deviate from the stated purpose and scale of transactions , or the obliged entity
AOOAOOAO OEAO OEA AOOOI I AOGO OOAT OAAOQEITT O bPiT OA 1
of transaction monitoring , provided that all of the following conditions are met:
A the customer’s transact i onyeartlowimothebegirmug at e f c
of enhanced monitoring;
A the other risk criteria are assessed as lowisk or medium-risk;
A the obliged entity has provided for IT support that will immediately warn the responsible
employees at the obliged entity of any deviatios from the purpose andscope of
transactions;
A an opinion has been obtained from the AML/CFT department; and
A the decision has been approved by the superior responsible person in a senior
managementposition.
The frequency of transaction monitoring may be educed toannual monitoring if the customer
was assessed as a low risk before acquiring PEP status, orhalf-yearly monitoring if the
customer was assessed as anedium risk before acquiring PEP status.

A customer who is a PEP or whose related party & PEP neverthelessemains in a customer
risk category that is the same as or comparable to the customer risk category of high risk

as set out by the Bank of Slovenia methodology , as a minimum legal requirement. Given the
high risk, it is also necessary tgprovide for the procedure of reviewing and updating the
information and documentation obtained about the customer with a frequency of at least every
one to two years.

4.4.3.2 Features of enhanced due diligence of customers linked to the list of high-risk third
countries

In accordance with the AMLD, the European Commission adopts a delegated act defining frigh
third countries that have strategic deficiencies in AML/CFBystem. The list is published by the
FIU on its websites (List of high-risk third countries).

Review of customers linked to the list of high -risk third countries
Under the ZPPDFT1 the obliged entity is required to carry out enhanced due diligence measures
when the customer has links with a country on the list of highisk third countries.

A austomer has links to a highrisk third country when:
A he/she is a national of a country that is on the list of highisk third countries;
A it has a registered office or he/she has permanent or temporary residence in a country
that is on the list of highrisk third countries;

8 http://www.uppd.gov.si/si/javne_objave/seznam_drzav_50_clen_zppdft_1/
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A the statutory representative, person with power of representation or beneficial owner is
a national of a country that is on the list of highrisk third countries;

A the statutory representative, person with power of representation or benetiial owner has
permanent or temporary residence in a country that is on the list of highisk third
countries.

The review is conducted before the business relationship is entered into, and during the business
relationship, and encompassesf:

A additonalrevi ew of i nformation about the customer
additional review of the information about the purpose and intended nature of the
transactions, and information about the reasons for the intended or executed transaction;
the collection of information about the source of funds and wealth that are or will be the
subject of the business relationship;

approval of the business relationship by a responsible person in a senior management
position;

more frequent transaction monitoring; and

a shorter period for reviewing and updating information and documentation about the
customer.

>> > > D>

If when entering into a business relationship with a legal or natural person that hasragistered
office or residence in a country on the list of high -risk third countrie s (or a related party
[statutory representative, person with power of representation, beneficial owner] has residence
in such a country), the obliged entity must ensure that theustomer is automatically placed
into a customer risk category that is the sam e as or comparable to the customer risk
category of high risk as set out by the Bank of Slovenia methodology

If the customer or the statutory representative, person with power of representation or beneficial
owner is anational of a country that is on th e list of high -risk third countries, the risk
criterion is assessed as increased risk , which together with the other risk criteria has an impact
on the CRA (for more detail, se8ection 4.1.2 Country risk).

Transaction monitoring of customers linked to the list of high -risk third countries
Under the guidelines the transactions of highisk customers are monitored at least monthly (for
more detail, seeSection 4.6 Transaction monitoring).

If the obliged entity judges that the transactions of a customer who has a registered office or
residence in a country on the list of higkrisk third countries do not deviate from the stated

purpose and scale of transactions , or the obigA A AT OEOU AOOAOOAO OEAO
transactions pose no ML/FT risks, it may reduce the frequency of transaction monitoring :

provided that all of the following conditions are met:

A the customer’s transactions do mgdhebedirmng at e f c
of enhanced monitoring;

A the other risk criteria are assessed as lowisk or medium-risk;

A the obliged entity has provided for IT support that will immediately warn the responsible
employee at the obliged entity of any deviations from the pypose and scale of
transactions;

A an opinion has been obtained from the AML/CFT department; and

A the decision has been approved by the superior responsible person in a senior
managementposition.

A customer who has a registered office or residence in a auwy on the list of high-risk third
countries nevertheless remains in a customer risk category that is the same as or
comparable to the customer risk category of high risk as set out by the Bank of Slovenia
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methodology , as a minimum legal requirement. Givethe high risk, it is also necessary to provide
for the procedure of reviewing and updating the information and documentation obtained about
the customer with a frequency of at least every one to two years.

Review of transactions linked to the list of h igh-risk third countries

The ZPPDFT1 stipulates that the obliged entity is also required to carry out enhanced due
diligence measures when a transaction has links with a country on the list of higisk third
countries, and in so doing must obtain inform#don about the reasons for the intended or executed
transaction.

A transaction may be executed within the framework of a business relationship that has been
entered into, or as an occasional transaction.

Transactions within the framework of a business re lationship:

A within the transaction monitoring of the customer, the obliged entity judges whether
transactions with countries on the list of highrisk third countries accord with the
purpose, natureandscopeo f t he cust omer’ s tr afarydegidtionons an
being identified, obtains additional evidence &.g. invoices, delivery notes, contracts) based
on which it will be possible to establish the reasons for the intended or executed
transactions with such countries;

A any transaction inexceedngE UR 15, 000 that is execuwhed at t
the accounts of legal or natural persons in a country on the list of higisk third countries
or onto accounts of legal and natural persons that have a registered office or permanent
or temporary residence in a country on the list of higkrisk third countries, obliged entity
must report to the FIU ;

A in the event of the identification of suspiciouscustomer behaviour orin connection with
suspicioustransactions with countries on the list of highrisk third countries, the obliged
entity assigns the customer to a customer risk category that is the same as or comparable
to the customer risk category of high risk as set out by the Bank of Slovenia methodology,
and assesses whether the suspected ML/FShould be reported to theFIU.

Occasional transactions

The ZPPDFT1 defines an occasional transaction as any transaction executed by a person who has
not entered into a business relationship with the obliged entity. If an occasional transaction entails
the transfer of fundsthat exceedsEUR 1,000, customer due diligends required by law.

If an occasional transaction that requires customer due diligence under the ZPPDETs ordered
by a person with links to a country that is on the list of highrisk third countries, the obliged entity
must obtain information about the reasons for the intended occasional transaction.

The obliged entity is also required togather information about the reasons for an intended

occasional transaction when it has been execed onto the accounts of legal or natural persons in
a country on the list of highrisk third countries or onto the accounts of legal and natural persons
that have a registered office or permanent or temporary residence in a country on the list of high
risk third countries.

Payment transactions

As an additional measure of enhanced due diligence in the case of transactions with countries on
the list of highrisk third countries (executed either within the framework of a business
relationship or as an occasinal transaction), obliged entities that are simultaneously payment
institutions ensure that transactions are always accompanied by information about the purpose
of the transaction.
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4.5. Prohibited transactions
Article 64 of the ZPPDFIL prohibits the use of anonymous products that could directly or
indirectly allow the conceal ment of masttakeimtou st omer
account when assessing the risk of a new product or service.

The ZPPDFTL also explicitly prohibits transactions with customers who prove their ownership
of a legal person or a similar entity of foreign law on the basis dfearer shares whose

traceability is not facilitated via KDD or a similar register or via trading accounts, and that
cannot be established on the basi s of other business documentation .

If the customer submits credible evidence that proves the ownership of the bearer sharesg a
contract, notarial protocol or share register of a foreign authority), a business relationship may be
entered into with the customer, but it is necessary to treat the customer as a high risk (a customer
risk category that is the same as or comparable to the customer risk category of high risk as set
out by the Bank of Slovenia methodology) and consequently to carry out enhamcdue diligence
measures before entering into the business relationship and during it. An exception is made for
undertakings whose records of holders of bearer shares are administered by KDD. In light of the
regular updating of this data and the oversighof changes in the data on shareholders, the obliged
entity may treat this risk criterion as anmedium risk.

The law also prohibits obliged entities from entering into business relationships witlshell banks

or banks doing business with shell banks . Before entering into a business relationship or
exchanging acorrespondence key, obliged entities that have correspondentelationships or
account with banks are required to verify whether the bank is acting as a shell bank or does
business with banks of this ype.

4.6. Transaction monitoring

Transaction monitoring differs with regard to customer risk category: under the ZPPDFT the
obliged entity is required to verify that the cu
intended nature of the transactions and to review any deviations from usual transactions.

The frequency of transaction monitoring for a particular customer depends on the CRA
more frequent monitoring is required for higher-risk customers, while less frequent monitoring
is allowed for lower-risk customers (the principle of proportionality). Under the guidelines it is
necessary to conduct transaction monitoring as follows:

A annually for low -risk customers ,

A half-yearly for medium -risk customers ,

A monthly for high-risk customers .

The customer risk category and the corresponding frequency of transaction monitoring do not
affect t he obliged entity’s requi r e me nrslks wi t h
transactions: the obliged entity must provide for the monitoring of at least the followig high-risk
transactions on a daily basis (irrespective of the customer risk category of the customer
executing the transaction):

A transactions referred to in Article 68 of the ZPPDFI, irrespective of whether the

customer appears in the role of payer or gyee;
A transactionson a previously dormant account;
A other high-risk transactions that the obliged entity assesses as requiring daily monitoring.

With regard to the risk criteria deriving from
individual transaction), the obliged entity must also provide for theegular updating of the CRA .
Irrespective of the envisaged period for customer due diligenc®llow -up, the obliged entity must
update the CRA whenever it identifies any suspected ML/FT in connection Wwithe customer or a
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transacti on, and whenever it establishes duri

is assesseds a high risk in line with its CRA methodologye(g. the customer is a PEP, a report of
suspected ML/FT risks to the FIU).

To ensure effective risk management in the area of AML/CFT, obliged entities are recommended
to put in place adequate IT support for transaction monitoring. Obliged entities referred to in
point 1 of Section 1.2 of the guidelines are expected to put in pdT support for transaction
moni toring such that ri sk criteria deriving
transaction) enable the automatic updating of the (initial) CRA and the customer risk category.
The system must also allow manual @dnges to the customer risk category. The grounds for any
manual change and the identity of the employee who entered the change in customer risk category
must be recorded.

4.7. Review and updating of information and documentation

Under the ZPPDF1 obliged enities are required to review and update the information and
documentation obtained about the customer, whereby the obliged entitglignesthe scope and
frequency to the ML/FT risks identified on the basis of the risk assessment, or undertakes review
and updating no more five years after the last review of the customer if the customer has executed
at least one transaction with the obliged entity in the last 12 months. This provision of the law
requires the obliged entity to check whether all the informationand documentation received
when the business relationship was entered into with the customer or during the business
relationship is still adequate, including areview of whether the customer is doing business in

line with the purpose, the intended nature a nd the scope of the transactions and whether

the customer has become a PEP. With regard to the checks carried out, the obliged entity
updates the information and the CRA as necessary, and keeps an appropriate record customer due
diligence follow-up.

In so doing the obliged entity applies a riskbased approach, which means that more frequent
updating of the information and documentation obtained about the customer must be put in place
for customers that pose a higher ML/FT risk.

The obliged entity reviewsand updates the existing information and documentation about the
customer:

A every three to five years for alow-risk customer;

A every two to three years for an medium -risk customer;

A every one to two years for a high-risk customer.

Obliged entities are reommended toput in place IT support that will warn employees of the
need to review and update the information and documentation about the customer and will
also include an audit trail with regard to the due diligence conducted.

The customer is not require d to be present in person when the information and
documentation about the customer are being updated. The obliged entity may obtain information
and documentation on the basis of credible evidence submitted by the custometg via electronic
identification means, online banking, email, ordinary mail, via a third party or agent/intermediary).

If the customer fails to submit the required information and documentation when called on to do
so by the obliged entity, or the information cannot be updated becaaghe customer is failing to
respond,the obliged entity sets limit ations for a customer assessed as an increased risk or
a high risk , as follows:
A it does not enter into any additional business relationship until the customer has
submitted the information and documentation required for the update;
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A it does not execute transactions that require customer due diligence 7 in accordance
with the ZPPDFT-1.
The obliged entity may also apply the aforementioned measures to customers that it assesses a
low-risk or medium-risk, if it determines via the risk-based approach that such a measure is
necessary.

The products and services that the obliged entity offers on the basis of a business relationship

entered into previously are not subject tosuch limitations; transactions for which customer due

diligence is not required under the ZPPDFT are also not subject tdimitations 8

In any case, theAOOOIT i AO8O 1 AAE 1T &£ OAOPITOA O OEA TAIE
information and documentation required to carry out the u  pdating required by law needs

to be assessed from the perspective of ML/FT risks , and within this framework there is also a

need toassesswhether it is reasonable to make auspicious transactionreport to the FIU, and

whether it is reasonable to continte the business relationship with the customer.

If a customer fails to execute a single transaction during a period of more than 12 months, i.e. there

is adormant account (interest and account management costs are not counted as customer
transactions), there is no need for transaction monitoring or the review and updating of the

information and documentation about the customer. In these cases the obliged entity ensures that

in the event of the reactivation of the account (a transaction is executed agairteafa period of

more than 12 months), the customer’s activities
diligence isfollow-up is performed, which also includes the updating of the previously obtained

information and documentation as necessary. The redeaition of a dormant account needs to be

taken into account in the CRA as one of the risk criteria related to products, services and
transactions.

Process of defining initial CRA and updating CRA:

7 Any transaction in the amount of EUR 15,000 or more (irrespective of whether executed individually or geveral
evidently linked transactions) that the customer executed within the framework of an existing business relationship
(point 2 of the first paragraph of Article 17 of the ZPPDFT).

8i.e. transactions not covered by point 2 of the first paragraph drticle 17.
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5. Customer acceptance policy

On the basis of theERAthe obliged entity formulates and updates its customer acceptance policy;
this document sets oubbliged entity intentions with regard to doing business with customers
asper their individual CRAs .

The aforementioned policy combines thel AT ECAA  A$indods Gtoaeqy aAdCrisk
management in the area of AML/CFT . If the obliged entity sees its business opportunities in
higher-risk customers, products, services, transactions or distribution channels, it must
strengthen its control environment as appropriatefor the effective management of the increased
risks posed by such customers, products, services and transactiorey( enforcement of additional
controls, increase in the number of employees in the AML/CFT department, application of the four-
eyesprinciple) , and conversely, if the obliged entity’s
control environment tailored to the lower risks that the obliged entity is willing to take upis
allowed.

The customer acceptance policy must also set out the circunastces in which the obliged entity

will not enter into a new business relationship or will terminate an existing business relationship
duetot he excessive risk that the obliged entity’s

6. Final provisions
The guidelines ater into force after their publication on the Bank of Slovenia website.

Obliged entities are required to bring their policies, controls and procedures in line with the
guidelines within 12 months of the publication of the guidelines on the Bank of Slovienwebsite.

Obliged entities referred to in point 1 of Section 1.2 are required to draw up the first CRA in
accordance with the guidelines by 31 March 2021.
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APPENDIX 1: Bank of Slovenia methodology for the ERA

Priloga
1_Metodologija BS

APPENDIX 2:Bank of Slovenia methodology for the CRA

Priloga
2_Metodologija BS
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APPENDIX 3: Sectoral guidelines for individual obliged entities
The sectoral guidelines are aimed at individual obliged entities for the purpose of setting out the
the guidelines tailored to the specific needs of individual obliged entities, namely:
A payment institutions and payment institutions with a waiver (that are not banks,
savings bank or branches of foreign banks);
A electronic money institutions and electronic money institutions wi th a waiver;
A currency exchange offices.

The sectoral guidelines set out requirements tailored to the attributes of individual obliged
entities, and in this part deviate from the basic sections of the guidelines. With regard to the
requirements that the sectoral guidelines do not regulate, the requirements of the basic sections
of the guidelines applymutatis mutandis. Notwithstanding the above, Section 3 of the guidelines
(Obliged entity’s risk assessment ) dileprevionso t
paragraph.

In accordance with the second paragraph of Article 13 of the ZPPD&Tobliged entities draw up

a risk assessment for an individual group or type of customer, business relationship, transaction,
product, service or distribution channel, taking into account the geographical risk factors with
respect to potential abuse for the purpose of money laundering and terrorist financing. In the risk
assessment of individual groups, types or areas of risk, obliged entities arecommended to
proportionately apply, mutatis mutandis, the risk criteria described by group and area in Section
3 of the guidelines (Obliged entity’s risk

The sectoral guidelines provide detailed regulation of the risk criteria based on which obliged
entiti es assess ML/FT risks within the framework of the customer risk assessment (CRA).

The risk criteria described in the individual sections of the sectoral guidelines are by no means
exhaustive. Obliged entities are required to have an overview of risk, artd take account of

appl

asses

criteria that they themselves assess as having an impact on the CRA. They may also take account

of other criteria cited in the guidelines (in addition to the criteria set as the minimum standard by
the sectoral guidelines).

1. Features of risk assessment for payment institutions

The Bank of Slovenia provides more detailed guidance below for obliged entities that are payment
institutions and payment institutions with a waiver (and are not banks, savings banks or branches
of foreign banks) with regard to individual requirements under the guidelines.

Payment institutions provide payment services, and require the relevant authorisation in
accordance with thelaw governing payment services, electronic money issuance services and
payment systems. TheML/FT risks inherent from the customers, andfrom the transactions that
customers execute within the business relationship anérom occasional transactions as defined
by the ZPPDFTL.

1.1. CRA risk criteria
The set of risk criteria that the obliged entiy must take into account as the minimum standard is
cited below, although the obliged entity may also take account of additional criteria (defined in
the guidelines or der i waydfbusinessjnor trehtehe loelow ériggread
more strictly.

39

ent i



The customer’s identity was verified o
asylumseeker’'s | D card

The customer, its statutory representative or its person with power of representation i
aPEP, a immediate family member of a PEP, or a closgssociateof a PEP

The customer is a resident

The customer is a norresident

Indicators of suspected ML/FT have been identified in connection with the customer o
a related party, for example:

- there is no economic logic to the business in Slovenia (e.g. the customer ha
registered office and executes transactions outside the geographical region
the payment institution and the purpose of transactions of this type is nol
evident);

- the customer appears to be acting on behalf of another person (e.g. a thir
party controls/oversees the customer, the customer reads written

instructions);
- the customer’'s transactions are al
etc.;

- the customer uses servicesn an unusual way (e.g. sends money t
himself/herself/itself or receives it from himself/herself/itself, or sends it
immediately after receiving it);

- the customer knows very little about the payee, or does not want to provide
information about the payee;

- multiple corporate customers transfer funds to the same payee, or the paye
identity information, e.g. the address or telephone number, appears to be th
same;

- the required information about the payer or the payee has not been providec
for an executed transiction;

- the amount sent or received does n
known).

The customer, its statutory representative, the person with power of representation o
the beneficial owner has been reported to thé&IU for suspected ML/FT

The FIU has submitted ar e qu e s t for ongoing moni-t
transactions or an order for temporarily suspending a transaction

An enquiry has been received from th&lUfor the customer, its statutory representative,
the person with power of representation or the beneficial owner

Undertakings whose business activity is highly casmtensive

The undertaking’'s ownership structure
nature of its business

Undertakings that disclose owneship on the basis of bearer shares, where the
ownership is evident from the record of holders of bearer shares at KDD
Undertakings that disclose ownership on the basis of bearer shares, where the custo
discloses ownership on the basis of a contraahotarial protocol or share register of a
foreign authority

The statutory representative, person with power of representation or beneficial owner
is a PEP, mimmediate family member of a PEP, or a closgssociateof a PEP

The legal person has been edtéished in favour of a PEP, or the statutory representativ
person with power of representation or beneficial owner is a foreign PEP

Other undertakings that are notassessed as highrisk or low-risk

The customer ha permanent or temporary residence in Slovenia or is a Slovenia
national

The customer, statutory representative or person with power of representation has
permanent or temporary residence outside Slovenia

The customer, statutory representative or peren with power of representation has
permanent or temporary residence in a country that is on the list of highisk third
countries

Obliged entities may draw up their own list of geographical regions, and may assess individual
geographical regions diffeently from the approach proposed in the above table. Notwithstanding
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the above, obliged entities must always assess and treat geographical regions on the list of high
risk third countries as high-risk geographical regions.

In the risk assessment of geoggzhical regions, obliged entities take account of the following as
mandatory resources:
A the list of countries published by theFIU on its website in accordance with the ZPPDFT
1, including:
i high-risk third countries with strategic deficiencies where adequa¢ AML/CFT
measures are not applied;
I countries where there is a higher probability of money laundering or terrorist
financing;
A lists of countries against which restrictive measures have been imposed by the UN
Security Council or the EU.

The settlement of liabilities for executed payments and cash withdrawals is executed v

current accounts of customers or gayment order at a bank inside the EEA

Other products/services and transactions that the obljed entity assesses as a low risk

Products and services that pose an increased risk:

1 products that allow for transactions of large or unlimited value;

1 products and services that are reachable worldwide.

Other products/services that the obliged entity @sesses as an increased risk

Transactions that pose an increased risk and are taken into account within th

framework of transaction monitoring, and could have an impact on the CRA:

1 transactions executed in cash;

9 transactions executed by payers from dierent countries to the account of the same
payee;

9 other transactions that the obliged entity assesses as an increased risk.

The product or service is offered by means of videbased electronic identificaton -

The product or service is offered in the personal presence of the customer or th
statutory representative

The business relationship is entered into via a person with power of representation
The business relationship is enterednto via an agent/intermediary

The business relationship is entered into by means of electronic identification

The business relationship is entered into via a third party
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2. Features of risk assessment for electronic money institutions

The Bank ofSlovenia provides more detailed guidance for obliged entities that are electronic
money institutions and electronic money institutions with a waiver (sectoral guidelines) with

regard to individual requirements under the guidelines.

ML/FT risks with eledronic money relate primarily to the risks inherent in the actual service of
issuing electronic money and the related products, and in the customers who use such products

and services.

2.1. CRA risk criteria

The set of risk criteria that the obliged entity nust take into account as the minimum standard is
cited below, although the obliged entity may also take account of additional criteria (defined in
the guidelines or der i waydfbusinessjnor trehtehe loelow ériggread

more strictly.

The customer’s identity was verified o
asyumseeker’'s | D card
The customer is a resident
The customer is a norfresident
The customer, its statutory representative or its person with power of representation is
a PEP, a immediate family member of a PEP, or a closessociateof a PEP
Negative information has been obtained in connection with the customer, the statutor
representative or the person with powe of representation
Indicators of suspected ML/FT have been identified in connection with the customer o
a related party, for example:
- the customer or a related party is behaving unusually or suspiciously;
- the customer has failed to provide adequate atifications with regard to the
economic logic of the intended transactions;
- there is doubt as to the credibility or relevance of the submitted
documentation;
- the customer requests secrecy when entering into the business relationshiy
and does not wish tadisclose the requisite information during due diligence

The customer, its statutory representative, the person with power of representation o-
the beneficial owner has been reported to th&IU for suspected ML/FT
The FlUhas submitted arequest for ongd ng moni toring of -
transactions or an order for temporarily suspending a transaction

An enquiry has been received from th&lUfor the customer, its statutory representative,
the person with power of representation or the beneficiabwner

The customer has permanent or temporary residence in Slovenia or is a Sloveni:
national

The customer, statutory representative or person with power of representation has
permanent or temporary residence outsié Slovenia

The customer, statutory representative or person with power of representation ha:
permanent or temporary residence in a country that is on the list of highisk third

countries

Obliged entities may draw up their own list of geographical rgions, and may assess individual
geographical regions differently from the approach proposed in the above table. Notwithstanding
the above, obliged entities must always assess and treat geographical regions on the list of high

risk third countries as high-risk geographical regions.

In the risk assessment of geographical regions, obliged entities take account of the following as

mandatory resources:
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A the list of countries published by theFIU on its website in accordance with the ZPPDFT

1, including:

i high-risk third countries with strategic deficiencies where adequate AML/CFT

measures are not applied;

I countries where there is a higher probability of money laundering or terrorist

financing;

A lists of countries against which restrictive measures have been impodeby the UN

Security Council or the EU.

Payment instruments for which the obliged entity has obtained consent from thEIUin
accordance with the ZPPDFT to omit certain customer due diligence measures ir
connection with electronic money

Other products that the obliged entity assesses as a low risk

Payment instruments that pose an increased risk:

= =4 =4 =4

1
1
|

have no (monthly) limits or allow very high limits;

do not have restrictions with regard to an individual paynent;

allow cash withdrawals;

can be used for other purposes (and not solely for the purchase of goods al
services);

can be loaded with anonymous electronic money;

allow inward payments by third parties whose identity is not disclosed;

can be used in a lage number of points of sale (multiple merchants).

Transactions that pose an increased risk and are taken into account within th
framework of transaction monitoring, and could have an impact on the CRA:

il

= =4

The payment instrument is offered by means of videbased electronic identification _

the customer purchases several payment instrumentdrom the same issuer,
frequently reloads the payment instrument or executes multiple cash withdrawals
over a short period and without any economic logic;

the customer’s transactions are al wa
the payment instument appears to be used by several people whose identity is nc
known to the issuer (e.g. the product is used from multiple IP addresses at the sar
time);

the customer
or linked bank accounts);

the payment instrument is not used in accordance with the stated purpose (e.g. it
used in the rest of the world, even though it is designed as a gift card for a shoppil
centre);

other transactions that the obliged entity assesses as an meased risk.

s identification data ¢

The payment instrument is offered in the personal presence of the customer or th
statutory representative

The business relationship is entered into via a person with power of representation
The business relationship is entered into via an agent/intermediary

The business relationship is entered into by means of electronic identification

The business relationship is entered into via a third party
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3. Features of risk assessment for currency exchange offices

The key risk criteria that raise ML/FT risks at currency exchange offices include widespread cash
transactions, the anonymity oftransactions, operationsat the border areas, and business with
occasional customers (tourists, cros$order workers, migrants and asylumseekers). Currency
exchange offices are thus required to assess the risks inherent in their business with occasional
customers, and to put in place appropriate policies, controls and procedures for the purposes of
managing the identified ML/FT risks.

It should nevertheless be borne in mind that currency exchange operations are not the principal
business activity of mos currency exchange offices in Slovenia (rather they are engaged in hotel
services, retail, food services or hairdressing, for example). The simple nature of their operations
(the majority of currency exchange offices are sole traders or micro limited lidlity companies)
should also be noted, as should the fact that the national ML/FT risks assessmenthe sector
have been identified as low.

The requirements under the guidelines with regard to theCRA (Section 4. Customer risk
assessment are not fully binding on currency exchange offices; instead thegpply mutatis
mutandis only with regard to the scope of customer due diligence (see Section 4.4 Scope of
due diligence with regard to CRA). The requirements in connection with customer due diligence at
currency exchange offices are presented belaw

The requirements of the guidelines with regard to the customer acceptance policseé Section 0.
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Customer acceptance policy) are also not binding on currency exchange offices.

3.1. Sectoral guidelines with regard to customer due diligence

Under the ZPPDFI1, when executing currency exchange opetians where the transactions
exceedesEUR 1,000 the obliged entity is required to conduct customer due diligence, and to:

- establish the customer’s identity, and t
credible, independent and objective resourcg
- establish the customer’s beneficial owner

- obtain information about the purpose of the transaction.

The obliged entity conducts simplified, standard or enhanced due diligence of the customer with
regard to the information obtained and the ML/FT risksidentified. The obliged entity takes
account of the guidelines when carrying out measures with regard to the scope of due diligence.

Therisk criteria affecting the scope of customer due diligence  with regard to the execution of
currency exchange operatios are:

The customer
asylums eeker

s identity was verified o
s I D card

The customer, its statutory representative or its person with power of representation i
aPEP, a immediate family member of a PEP, or a closessociateof a PEP

The customer is a resident

The customer is a norfresident

Indicators of suspected ML/FT have been identified in connection with the customer o
a related party, for example:

- the customer or a related party is behaving unusually or suspiciously;

- the customer avoids providing the required information;

- there is doubt as to the credibilty or relevance of the submitted
documentation;

- the customer appears to be acting on behalf ofnather person (e.g. a third
party controls/oversees the customer, the customer reads written
instructions).

The customer, its statutory representative, the person with power of representation o
the beneficial owner has been reported to th&IUfor suspeded ML/FT

The FlUhas submitted ar equest for ongoing monito-
transactions or an order for temporarily suspending a transaction

An enquiry has been received from th&lUfor the customer, its statutory representative,

the person with power of representation or the beneficial owner

Undertakings operating in the following industries or whose business activities are a:

follows:

f
1

E R e ]

1

money services business;

issuance, brokerage and storage of virtual assets, and other activitieslated to
virtual assets;

non-governmental and nonrprofit organisations;

charitable organisations;

manufacturers and traders of armaments and other military equipment;

mining and quarrying;

petroleum and natural gas;

construction;

pharmaceuticals;

sale andbrokerage of real estate;

sale of gold and other precious metals;

sale and brokerage of valuable goods and highalue assets (e.g. yachts, cars, work
of art and antiques);

casinos and other games of chance (betting shops, online games of chance, etc.)

The undertaking’'s ownership structure
nature of its business

Undertakings that disclose ownership on the basis of bearer shares, where tt
ownership is evident from the record of holders of bearer shareat KDD
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Undertakings that disclose ownership on the basis of bearer shares, where the custo
discloses ownership on the basis of a contract, notarial protocol or share register of
foreign authority

The statutory representative, person with power ofrepresentation or beneficial owner
is a PEP, mimmediate family member of a PEP, or a clos&ssociateof a PEP

The legal person has been established in favour of a PEP, or the statutory representati
person with power of representation or beneficialowner is a foreign PEP

The customer has permanent or temporary residence in Slovenia or is a Sloveni:
national

The customer, statutory representative or person with power of representation has
permanent or temporary residence outside Slovenia

The customer, statutory representative or person with power of representation ha:
permanent or temporary residence in a country that is on the list of highisk third

countries

Obliged entities may draw up their own list & geographical regions, and may assess individual
geographical regions differently from the approach proposed in the above table. Notwithstanding
the above, obliged entities must always assess and treat geographical regions on the list of high
risk third countries as highrisk geographical regions.

In the risk assessment of geographical regions, obliged entities take account of the following as
mandatory resources:
A the list of countries published by theFIU on its website in accordance with the ZPPDFT
1, including:
T high-risk third countries with strategic deficiencies where adequate AML/CFT
measures are not applied;
I countries where there is a higher probability of money laundering or terrorist
financing;
A lists of countries against which restrictive measureshave been imposed by the UN
Security Council or the EU.

Transactions that pose an increased risk and are taken into account during the executic

of currency exchange operations and within the framework of transactiomonitoring:

1 currency exchange is executed by the customer, although this is not usually i

registered business activity;

the source of funds is not known and the customer does not wish to disclose it;

smurfing;

the customer’ s t r anbslewthetheshads rreportind, stcy

transactions that do not have a clear economically or legally justified purpose;

currency exchange into a particular currency, and immediate exchange into anothe
currency;

1 other unusual circumstances in the exedion of transactions (e.g. significant and
unexplained geographical distance between the currency exchange office and tl
customer’'s residence);

9 currency exchange into the currencies of countries on the list of highisk third
countries;

9 other transactionsthat the obliged entity assesses as an increased risk.

E ]

The methodology for the scope of customer due diligence during the execution of currency
exchange operations is as follows:

RISK CRITERION SCOPE OF DUE
RISK LEVEL DILIGENCE
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Low risk Simplified One or more risk criteria related to the customer or the
Medium risk Standard currency exchange operation may influence the scope of
Increased risk Standard/enhanced | due diligence.

In the case of multiple criteria, the risk crierion whose
risk level is highest is taken into accountdg. the currency
exchange is executed by a resident who is a PEP:
because PEP status is a high-risk criterion, the obliged entity
conducts enhanced
due diligence).
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